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Abstract
e-health could be deﬁned as the cost-eﬀective and secure use of information and communication technologies in support of health
systems, including healthcare related services and monitoring at both the local site and at a distance. Challenges still need to
be resolved to build reliable, secure, and eﬃcient e-health platforms with great ﬂexibility. Recently, social networks have seen a
growing importance in diﬀerent applications and could play a prominent role in healthcare. Online Social Networks (OSN) oﬀer
new possibilities such as easy access to medical data anytime from anywhere. Due to the sensitivity of health data exchanged over
such networks, a special attention need to be paid to security and privacy aspects of these data. The use of existing centralized
OSNs raises the big brother problem. Moreover, the centralized architectures of OSNs are not scalable and have a single point of
failure. In this work, we suggest a layered architecture while promoting the usage of decentralized design to ensure the scalability
and the privacy of an OSN-based e-health system.
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1. Introduction
The term e-health was deﬁned by Maheu & al.1 as: “all forms of electronic health care delivered over the inter-
net, ranging from informational, educational, and commercial “products” to direct services oﬀered by professionals,
nonprofessionals, businesses, or consumers themselves”. According to2 the term e-health means applying commu-
nicating electronic components, such as: internet, smart cards, digital medical equipment, to support and improve
healthcare. While several other deﬁnitions were proposed in the literature, most of them are based on the same
keywords. Therefore, the most general and easiest deﬁnition to keep in mind is the one given by the World Health
Organization3: “e-health is the use of information and communication technologies for health”.
e-health systems aim to improve the traditional healthcare services and to remove the inequities, ineﬃciencies, poor
quality, shortage of health resources, and improper distribution of health resources. Thus, they ensure more eﬃciency,
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quality of care, empowerment of consumers and patients, education of doctors, enlarge the scope of healthcare, ethics
and equity. The big challenge of e-health systems consists of building reliable, secure and eﬃcient e-health platforms
with great ﬂexibility.
Nowadays, actors involved in an e-health system are moving towards using online social networks. An online
social network could be deﬁned as a web-based platform that allows users to share a variety of personal-related infor-
mation including: Ideas, activities, events and interests within their individual networks. OSNs help teams to work
together across diﬀerent time zones and geographic locations while performing extensive research and development
tasks. Those public, internet-based social networks enable: communication, collaboration, information collection and
sharing. Therefore, in this work, we consider the set of facilities oﬀered by OSNs in order to design an e-health system
that makes use of the OSNs’ features. Such sites could be useful, for healthcare actors, to ﬁnd advices about current
practices in speciﬁc circumstances. Doctors could beneﬁt patient care by engaging people in public health and policy
discussion. They may establish national and international professional networks. Also, patients gain an easy access to
health information. Table 1 presents a non-exhaustive list of how the healthcare actors might beneﬁt from such social
networks.
Table 1. Beneﬁts of OSN usage for healthcare actors
Actors Beneﬁts
Patient
- Access to disease information
- Stay informed about new treatments
- Learn from real-world experiences
- Beneﬁt from physicians’ advices
Pharmacist - Enhance the ability to market services- Provide decision support
Doctor
- Provide decision support and advices
- Monitor patients remotely
- Establish new collaborations
Hospital - Gauge consumer experiences
Medical Lab
- A way to track disease progress
- Gathering statistics
- Share ﬁndings with diﬀerent actors
The usage of an OSN as an e-health platform raises security and privacy issues due to the sensitive nature of health
data. Individuals need a way to control the collection, retention, and distribution of information about themselves.
Thus, the privacy requirement must be taken into account for those systems, especially during the design of the
OSN in use. Most of the existing OSNs comes with a centralized architecture. Such OSNs couldn’t guarantee data
privacy whatever privacy settings are in place. This is due to the big brother issue. The big brother concept is used
to describe all institutions or practices violating fundamental freedoms and privacy of people or individuals (e.g.
the OSNs providers do not give any guaranty that the users’ data are kept private). On the other hand, the centralized
architectures of OSNs are not scalable and have a single point of failure. In this work, we suggest a layered architecture
while promoting the usage of decentralized design to ensure the scalability and the privacy of an e-health system.
The remainder of this paper is organized as follows. Section 2 gives an overview of the OSN-based e-health
system. Section 3 describes the OSN layer and discusses works done in order to ensure privacy in OSNs. Section 4
goes through diﬀerent modules of the system and introduce existing solutions that might be used to implement those
modules, then we show how data can be aggregated while preserving participant privacy. Finally, Section 5 concludes
the paper.
2. The e-health OSN system
Figure 1 represents the architecture of the suggested system. The system is composed of three layers: The collabo-
rative social layer, the OSN layer and the transport and data management layer. The collaborative social layer consists
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Fig. 1. An overview of the e-health OSN system.
of the real actors of the system and their relationships. Members of the platform are: citizens, doctors, pharmacists,
medical labs and clinical research centers. Each member is connected to diﬀerent actors based on real life relation-
ships (e.g. a citizen is connected to the family doctor; a pharmacist is connected to doctors within the same region and
so on).
Regarding the online social network layer, each actor is represented by its own proﬁle. A user proﬁle contains
personal informations, including name, address, photo, date of birth, contact information, relationship status, political
views, personal interests, hobbies, education history, etc. These informations might be public or private. It is up to the
user to specify which information should be kept private. Those proﬁles are accessible via a graphical user interface.
This interface contains new articles, blogs, and discussion forums, and allows one to create/update an online proﬁle
and to interact with other members. More details about this layer is given in the next section. The third layer consists
of the transport and data management layer which represents the data location, the access devices used by diﬀerent
members and the interaction between the repositories. Each proﬁle is associated to a given device and to a local data
storage which contains the user data.
The user data contains private and public data. The private data consists of: 1- private proﬁle, 2- personal health
record and 3- labs’ statistics. Let us recall that the personal health record contains the medical history of the patient
including: allergies and adverse drug reactions, chronic diseases, family history, illnesses and hospitalizations, image
reports (e.g. x-ray), laboratory test results, medications and dosing, prescription record, surgeries, vaccinations and
observations of daily living, etc). The public data includes: 1- public proﬁle, 2- news shared by labs and pharmacists,
physicians’ advices and 3- The aggregated statistics. The aggregated statistics are computed based on the privacy-
preserving data aggregation protocol proposed in Benkaouz & al.4. Since the aggregated statistics are public, they are
stored in a central repository. The statistics are accessible via the graphical user interface and are displayed as news
feed to all platform users.
3. The OSN layer
Diﬀerent OSNs have been developed in order to make creating the social graph easier. Most of the proposed
OSNs comes with a centralized setting. In this setting, the service provider has the full control over the OSN. In the
following, we discuss diﬀerent works that implement social networks, while keeping users data private.
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3.1. Centralized OSNs
Several works have been proposed to enhance the privacy in OSN, such as FlyByNight 5, NOYB6, FaceCloak 7,
Persona8 and Lockr 9. FlyByNight is an architecture for protecting informations published through Facebook. It has
been built as a Facebook application for encrypting and decrypting sensitive data using client-side JavaScript. The
implementation is based on open-source JavaScript implementations of AES10 and RSA11 crypto-systems and an
implementation of ElGamal. In NOYB6, user’s private information is divided into atoms and each one is replaced
with the corresponding atom from a randomly selected other users. NOYB is mainly based on a pseudo-random
substitution cipher applied to each atom. A proof of concept of NOYB has been implemented as a browser plugin for
the Firefox web browser. Another solution implemented as a Firefox browser extension for the Facebook platform
is FaceCloak 7. This architecture involves three main parts: The FaceCloak application, a secure third party server
and a set of digital keys to share with friends. FaceCloak generates and sends fake informations to Facebook, and
the real user informations are sent to a third party server. The most dangerous threat to these plugin based solutions
is the possibility that an attacker takes control of the browser. Thus, the attacker can disable, uninstall the plugin
or extract the victims keys. Persona8 makes use of attribute-based encryption. Like NOYB and FaceClock, Persona
stores encrypted content. This makes it more diﬃcult to ensure OSNs functionalities, which requires access to raw
content. Lockr 9 separates social networking content from all provided functionalities. Lockr makes use of a variant
of zero-knowledge proof protocol, to protect social informations from disclosure.
These works use diﬀerent techniques in order to enhance the privacy of the OSN users. However, they still suﬀer
from the big brother problem. Moreover, the centralized architectures of OSNs are not scalable and have a single
point of failure. Thus, we promote the usage of fully decentralized or hybrid architecture to ensure the scalability
and the privacy of the e-health system. In decentralized OSNs, users interact with each other without relying on a
third server. Thus, they have full control over their data. Since each user makes use of its own device capacity in
peer-to-peer systems, such OSNs scale better than centralized OSNs in which the service providers have to manage
all users required resources.
3.2. Decentralized OSNs
In the past few years, the need of decentralized OSNs has triggered numerous research eﬀorts. In this direction,
diﬀerent architectures have been suggested for such OSNs. In the following, we brieﬂy describe some academic
research prototypes : PeerSon12, Safebook 13, Vis-a-vis14, SuperNova15, Decent 16 and Cachet 17.
PeerSoN 12 is a two-tiered architecture (i.e. the ﬁrst tier serves as a lookup service, and the second tier consists
of peers with users’ data). PeerSoN makes use of encryption to mask data and access control coupled with the
peer-to-peer approach. The lookup service, based on a distributed hash table, stores the metadata required to ﬁnd
users and their data. Safebook 13 was designed to ensure the privacy, the integrity and the availability of users data
in a decentralized OSN. Safebook relies on three components: a central trusted identiﬁcation service, a peer-to-peer
substrate that provides the lookup service and a matryoshka, rings of trust for storage, that helps to hide friendship
relations. In Vis-a´-Vis14, each user hosts his data on his own virtual individual server, which is running on a cloud
service. Therefore, each peer requires provision for its storage needs, possibly by making monetary payment to a
storage cloud service.
SuperNova15 is a super-peer based distributed OSN architecture. The super-peers in SuperNova provide a peer
provisioned storage cloud. As the authors focused on the resource management tasks, simulations have been done in
this perspective and the security issues were not considered. In Decent 16, the users data are stored in a distributed hash
table. Decent features cryptographic protections to ensure conﬁdentiality and integrity, and aims to support ﬂexible
attribute policies and fast revocation. On the other hand, privacy provided by Cachet 17 is based on a combination
of design features including DHT for decentralization, cryptography to enforce attribute-based policies, and data
representation in terms of objects.
Therefore, decentralized online social networks represent the most adequate solution to adopt in our context. This
is due to the fact that, there is neither a single point of failure nor an OSN provider to trust. However, most of the
proposed architectures of decentralized OSNs are not ready to be used. Moreover, they were designed with their
speciﬁc requirements and they were intended for general usage. That is why, an OSN layer for our e-health system
should be designed. Surely this layer will not be developed from scratch. Diﬀerent techniques used in the previous
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Fig. 2. Layered architecture of the e-health system.
works are considered in our architecture such as: Distributed hash tables, attribute-based encryption, etc. In the next
section, we present diﬀerent modules of the e-health system and implementation solutions.
4. The layered architecture
4.1. Description
Figure 2 shows the layered architecture of our system. As shown in this ﬁgure, user gets access to the platform via
a Graphical User Interface (GUI). This interface maintains a set of pages, that displays the users related content, such
as: Personal page, a Wall that shows the set of contacts’ news, a mailbox to get access to the history of exchanged
messages, a notiﬁcation zone, etc. Thus, the GUI allows the user to interact with the e-health system. The content
displayed on the GUI is generated and managed by a set of modules. The aim of these modules is to ensure the
OSN features. Let us recall that these modules should be developed while respecting the peer-to-peer paradigm. The
modules considered in the suggested OSN-based e-health system are as follows: Access control, session manage-
ment, sharing, searching, messaging, recommendations and a data management module. In the following, we brieﬂy
describe the role of each module.
• Access control: manages authorizations to access and to use diﬀerent system resources.
• Session management: establishes and manages sessions of diﬀerent users.
• Messaging: allows users to chat directly with each other or to send oﬄine messages. So, messages might be
synchronous or asynchronous. Also, multicast messages, sent to a set of users, are considered.
• Searching: helps users to conduct search based on keywords or a given criteria. The searching module consists
mainly on searching public contents or informations about public proﬁles.
• Sharing: ensures sharing posts over a given group of users based on the relationships between the group of users
and the posts’ content. Posts can be text, image, audio, video or any other numerical content.
• Recommendations: helps recommending interesting or popular informations as judged by the community. The
recommendations are based on the analysis of informations gathered from the past activities and the history of
other users of similar taste. Collaborative ﬁltering techniques are very useful for this task.
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• Data management: allows the creation, deletion and versions management of diﬀerent data entries. This module
allows also to aggregate data supplied by diﬀerent users be it private or public while preserving the privacy of
the sensitive input.
The above mentioned modules are functioning above a peer-to-peer overlay that organizes the set of users con-
nected via the internet network. Let us recall that the aim is to ensure those modules’ features in a fully distributed
manner. Hence, the privacy of the system users might be ensured. Messaging, searching, sharing and data storage
represents the basic requirements of peer-to-peer systems. Thus, we focus on the remaining modules: Access control,
session management, recommendations and data management.
The peer-to-peer community has suggested several solutions that might be used within the previously recited mod-
ules. In Kreitz & al.18, the authors present a scheme to support logins based on users knowing a username-password
pair. The proposed scheme allows peer-to-peer systems to emulate centralized password logins. Sandhu & al.19 pro-
posed a computing architecture to enforce access control policies in peer-to-peer environment. Also, an approach
that supports role-based access control services for collaborative enterprise in peer-to-peer computing environments
has been presented in Park & al.20. In Zhang & al.21, the authors present a ﬁne-grained and attribute-based access
control framework for peer-to-peer systems. An implementation experience of this framework has been presented.
On the other hand, the peer-to-peer session initiation protocol working group22 is chartered to develop protocols and
mechanisms for the use of the Session Initiation Protocol (SIP) in settings where the service of establishing and man-
aging sessions is principally handled by a collection of intelligent endpoints, rather than centralized servers as in the
currently deployed SIP. Regarding recommendations, several works have been done in the area of distributed recom-
mender systems. These solutions make use of collaborative ﬁltering as a basic building block. Han & al.23 proposed
PipeCF, a distributed collaborative ﬁltering algorithm, to enhance the scalability and the calculation complexity when
the number of records in users databases increases.
The suggested architecture might be enhanced with existing solutions that face diﬀerent privacy threats related to
diﬀerent modules especially: Access control, session management and data aggregation module. One of the most
important attacks is Sybil attack. Sybil attack consists of the case when an entity can run a large number of nodes
and obtain a large number of node identiﬁers, the P2P network can be dominated by this entity. This dominance can
be used to undermine replication mechanisms, which results in less robustness. Finally one entity can control the
whole P2P network24. Techniques that have been proposed, to counter the sybil attack, are based on Identity-based
validation, the connectivity characteristics of social graphs (e.g., SybilGuard), etc. SybilGuard25 assumes that an
edge between two users identities indicates a human-established trust relationship. Malicious users can create many
identities but few trust relationships. Thus, there is a disproportionately-small cut in the graph between the sybil
nodes and the honest nodes. SybilGuard exploits this property to bound the number of identities a malicious user can
create. We refer the reader to Levine & al.26 for a survey on solutions to the sybil attack. Another attack that has been
considered is the identity theft. In which, a malicious node in the path of a message claims it is the desired destination
node. Attackers can hijack route and lookup requests to forge and destroy data to disrupt applications. A solution
to this issue has been presented in Ganesh & al.27. In the suggested solution, nodes sign proof-of-life certiﬁcates
for partial node ids and distribute them to randomly chosen proof managers in the network. Source nodes can evade
attackers by requesting proofs from multiple proof managers. The proposed solution is mainly dedicated to structured
overlays. As identity theft is not only related to peer-to-peer systems, this issue was well investigated in previous
works such as Aimeur & al.28.
4.2. Data aggregation module
The data aggregation module has been designed to compute distributed aggregation functions over data supplied by
diﬀerent actors of the e-health system. As, the privacy is considered, the data aggregation is one of the most important
functionalities. It outputs, based on private informations coming from diﬀerent users, a public outcome that might be
used for statistics, analysis and other decision-making processes, etc.
We consider a scenario where a healthcare organization such as the ministry of health wants to gather informations
about the set of patients aﬀected by the Human Immunodeﬁciency Virus (HIV). The ministry asks doctors to partic-
ipate to this operation by sharing useful information about their patients. Due to the high sensitivity of this kind of
information, keeping that information private is a mandatory issue. An example of the aggregated information might
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Fig. 3. Usage of DiPA protocol for the aggregation module.
be “The number of ill-patients in a given region”. In order to compute this value, each doctor has to share the number
of his ill-patients. However, disclosing this information clearly will help to disclose the identity of patient suﬀering
from this disease (e.g. if a doctor has four patients and declares that three of them are aﬀected by HIV, discovering
those ill-patients, with a high probability, is not a hard task). Since, we are using a peer-to-peer OSN, we need a way
to conduct this operation in a distributed manner, where participants will compute the outcome themselves, and no
participant has access to the input of his colleagues. The only public information is the global aggregate representing
the total number of persons suﬀering from the HIV in a given region.
In order to compute such functions, DiPA4 is of a great proﬁt. In DiPA, as shown in Figure 3, participants are
represented by nodes. Those nodes are clustered into n ordered groups, from g0 to gn−1 . Each participant pi in
group g j maintains three sets of nodes: 1- A set of oﬃcemates containing all nodes belonging to the same group.
2- A ﬁxed-size set of proxies, containing a subset of nodes in the next group. and 3- A set of clients containing
nodes for which pi acts as a proxy. In order to use DiPA to compute the aggregation, the input of each participant is
represented as a vector containing the number of ill-patients and the number of patients surveyed by a given doctor (i.e.
input =< a, i >, where a is the number of all patient, and i is the number of ill-patients). The output of the protocol
consists of a vector representing the sum of all participants inputs. The protocol makes use of a secret sharing scheme
where each participant splits its input out into a set of shares. The set of shares is generated in such a way that the
sum of those shares reﬂects the initial input. Each node sends its generated shares to its proxies (i.e. a single share
per proxy). Several intermediate aggregations are computed during the remaining steps of the protocol. The output of
the protocol represents the total number of persons having the HIV. More details about the shares generation and the
remaining steps of the protocol are given in Benkaouz & al.29. The communication cost of DiPA is O(nk+N) where n
is the number of groups and N represents the number of nodes per group. DiPA ensures privacy such that a participant
input is only known with certainty to its owner when the number of dishonest participants is not over a threshold.
Regarding the implementation of this module, the Java programming language was used to facilitate the interaction
with both the web-based and the android-based graphical user interfaces. Note that DiPA has been successfully used
to aggregate micro datatables in Benkaouz & al.30.
5. Conclusion
In this work, we present an overview of an OSN-based e-health system. The system represents a modern approach
to access information in a medical environment through the use of online social networks. We suggest a layered
architecture based on a peer-to-peer overlay to ensure the scalability and the privacy of personal sensitive data. This
system helps to enhance communication, collaboration, information collection and sharing contents between patients
and diﬀerent healthcare providers while preserving the privacy of conﬁdential data. We present the architecture
modules and we describe how the data aggregation module might be implemented in this e-health system while
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ensuring data privacy. Currently, we are working on the implementation of the entire system including the whole set
of modules, while respecting the peer-to-peer paradigm.
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